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Security parameter: 

Anonymity set size, or the number of users per mixing round 3
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✓ Partial solutions exist (e.g., 

TumbleBit [NDSS’17])
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• High communication overhead

✓ E.g., 100 users may take 21s to 

mins (or even longer) to mix 

using CoinShuffle++ [NDSS’17]

4

Existing Bitcoin mixers are either 

insecure or inefficient!

Can we have a Bitcoin mixer that is both 

secure and efficient?
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Is this Naïve TEE-based 

mixer design sufficient?
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Two specific attacks: 

(1) Participation rejection

(2) Blockchain forking
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• Users never contact the mixer
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How to enforce naïve Obscuro 

to mix a transaction twice?
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• Require attack capabilities:

✓ Rejecting user participations

No direct deposits (via indirect participation)

✓ Mixing twice with different anonymity set size

No malicious forking

removed

removed

More (informal) security analysis can be found in our paper 
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Bitcoin core modification 1,292 SLoC

Additional 

TCB



Performance Evaluation

14



Performance Evaluation
Experiment setup

14



Performance Evaluation

CPU: Intel Core i7-6820HQ

RAM: 8GB

Ubuntu 16.04 LTS

Intel SGX SDK for Linux

… …

Bitcoin Testnet

…
Users Mixer 

Experiment setup

14



Performance Evaluation

CPU: Intel Core i7-6820HQ

RAM: 8GB

Ubuntu 16.04 LTS

Intel SGX SDK for Linux

… …

Bitcoin Testnet

…
Users Mixer 

Experiment setup

14

0

1

2

3

4

5

6

7

5 50 100 200 300 400 500 600 700 800 900 1000

s
e
c
o
n
d

Mixing Set Size

Computation time (mixing, signing) of Obscuro

Obscuro (with SGX) Obscuro (without SGX)



Performance Evaluation

Obscuro mixed 1,000 users on Bitcoin Testnet in 6s

CPU: Intel Core i7-6820HQ

RAM: 8GB

Ubuntu 16.04 LTS

Intel SGX SDK for Linux

… …

Bitcoin Testnet

…
Users Mixer 

Experiment setup

14

0

1

2

3

4

5

6

7

5 50 100 200 300 400 500 600 700 800 900 1000

s
e
c
o
n
d

Mixing Set Size

Computation time (mixing, signing) of Obscuro

Obscuro (with SGX) Obscuro (without SGX)

6.49



Performance Evaluation

Obscuro mixed 1,000 users on Bitcoin Testnet in 6s

CPU: Intel Core i7-6820HQ

RAM: 8GB

Ubuntu 16.04 LTS

Intel SGX SDK for Linux

… …

Bitcoin Testnet

…
Users Mixer 

Experiment setup

14

0

1

2

3

4

5

6

7

5 50 100 200 300 400 500 600 700 800 900 1000

s
e
c
o
n
d

Mixing Set Size

Computation time (mixing, signing) of Obscuro

Obscuro (with SGX) Obscuro (without SGX)

6.49

E.g., TumbleBit [NDSS’ 17] computation time for one pair of sender-recipient is 0.6s



Performance Evaluation

Obscuro mixed 1,000 users on Bitcoin Testnet in 6s

SGX overhead is negligible!
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Obscuro’s limitations:

• Reliance on Intel SGX → deployed with other trusted-hardware (e.g., ARM 

TrustZone, OP-TEE)

• Vulnerable to side-channel attacks → defenses are orthogonal with 

Obscuro
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Conclusion

• Obscuro Bitcoin mixer is efficient

✓ maintains the simple centralized architecture to achieve high 

performance (e.g., mix thousand in seconds).

• Obscuro Bitcoin mixer is secure

✓ prevents a malicious operator from misbehaving using TEEs.

✓ guarantees any user can join the mix, and get refunded if the 

mix is unsuccessful.

• Obscuro is available today

✓ Obscuro is implemented with Intel SGX and available at:

https://github.com/BitObscuro/Obscuro
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Question?

Muoi Tran

muoitran@comp.nus.edu.sg
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