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Can we have a Bitcoin mixer that i1s both
secure and eff|C|ent’>
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Mitigations against Attack 2

 Obscuro detects if blockchain feed contains two chains
and a transaction is already mixed

« Obscuro excludes the repeated transaction and
guarantees each transaction can be mixed at most once

v Excluded transactions are refunded
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(Informal) Security Analysis

Anonymity set size reduction attacks (Attack 1 & 2)

* Require attack capabilities:

removed

No malicious forking

More (informal) security analysis can be found in our paper 0
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Implementation

* Obscuro’s existing Trusted Computing Base (TCB)
v' Bitcoin core v0.13.1
v' OpenSSL, libsecp256k1
v' Panoply [NDSS’ 17] abstraction framework

e Obscuro contributes only 2,442 SLoC in addition to TCB

Bitcoin core modification 1,292 SLoC TCB

13
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E.g., TumbleBit [NDSS’ 17] computation time for one pair of sender-recipient is 0.6s
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Computation time (mixing, signing) of Obscuro
Bitcoin Testnet
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Obscuro mixed 1,000 users on Bitcoin Testnet in 6s
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‘ SGX overhead is negligible! \ 14
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Theft Participation Large mixing set  Join-then-abort
prevention guarantee guarantee resistance

Bitcoin Mixers

Coinshuffle++ [NDSS’17] v v
Decentralized ~ CoinParty [CODASPY'15] &/ v v
Xim [WPES'13] v v v
Blindcoin [FC'15] v/
Centralized TumbleBit [NDSS’17] v/ v
Obscuro v 4 v v/ v

Obscuro’s limitations:

* Reliance on Intel SGX - deployed with other trusted-hardware (e.g., ARM
TrustZone, OP-TEE)

« Vulnerable to side-channel attacks - defenses are orthogonal with
Obscuro
15
eSS



Mational Unisemity

Conclusion



https://github.com/BitObscuro/Obscuro

Mational Unisemity

Conclusion

 Obscuro Bitcoin mixer is efficient

v' maintains the simple centralized architecture to achieve high
performance (e.g., mix thousand in seconds).



https://github.com/BitObscuro/Obscuro

Mational Unisemity

Conclusion

 Obscuro Bitcoin mixer is efficient

v' maintains the simple centralized architecture to achieve high
performance (e.g., mix thousand in seconds).

« (Obscuro Bitcoin mixer is secure

v prevents a malicious operator from misbehaving using TEES.

v/ guarantees any user can join the mix, and get refunded if the
mix IS unsuccessful.



https://github.com/BitObscuro/Obscuro

Mational Unisemity

Conclusion

 Obscuro Bitcoin mixer is efficient

v' maintains the simple centralized architecture to achieve high
performance (e.g., mix thousand in seconds).

* Obscuro Bitcoin mixer is secure
v prevents a malicious operator from misbehaving using TEES.

v/ guarantees any user can join the mix, and get refunded if the
mix IS unsuccessful.

« Obscuro is available today
v" Obscuro is implemented with Intel SGX and available at:
https://github.com/BitObscuro/Obscuro ”



https://github.com/BitObscuro/Obscuro
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Question?

Muoi Tran
muoitran@comp.nus.edu.sg
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