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Example: Double spending attack

A → C: 10

Partitioning enables/improves 
several other attacks:
✓ 51% attack
✓ selfish mining
✓ censoring transactions
✓ take down cryptocurrencies
✓ …
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Attacker AS

• Bitcoin hijacking (Apostolaki et al., IEEE S&P’17)
✓ Attacker AS uses BGP hijacking to hijack victim connections
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All traffic to victim is 
routed through the attacker!

ASes (e.g., large ISPs) can do it.

✓ Question: “ Do they really launch this attack in practice?”
Only one attack instance observed in practice. Why? 
• Route manipulation is immediately visible to the public
• Attacker’s identity (AS number) is revealed
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Deployed in the latest version

Being tested

Being tested

=> Hard to counter against!

=> not permissonless

=> not decentralized

Partial solutions are available.

Carefully evaluations are needed before deployment.
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✓No software bugs was exploited

✓Attackers only exploit the topological advantages of being ISPs

• Updates on countermeasures: https://erebus-attack.comp.nus.edu.sg/
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